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About me
● Independent vulnerability researcher 

& hacker, Google Microsoft Mozilla 
Oracle Apple …

● Creator, Zero Day Engineering 
Training & Consulting 
(https://zerodayengineering.com) 

● Winner, Pwn2Own ‘21 
● Author, Phrack ‘14
● Student, Physics
● Research: anything deep or complex 

enough
● Local resident 😎

https://zerodayengineering.com


https://youtu.be/1bjekpgZCgU 

https://youtu.be/1bjekpgZCgU


Plan
10/10/10

1. My Cybersecurity paradigm
2. Big picture - JavaScript 

Engines (JSE)
3. Deep dive - bugs



Part 1

Big picture: 
Cybersecurity



My Cybersecurity model

Rectangles represent 
sets of knowledge and 
skill = specializations, 
broadly.

Webinar recording with 
deep dive into this: 
DM @zerodaytraining 
for link



Key points

● Defensive and 
Offensive fields 
share a common 
core of knowledge 
and skills



Key points

● Defensive and 
Offensive fields 
share a common 
core of knowledge 
and skills

● Vulnerability is at 
the core of every 
sub field



Take it out?



Zoom in: Vulnerability & Exploits
Universal knowledge & skills

● Operating Systems
● Fuzzing
● Reverse Engineering
● Low-level Debugging
● CPU Architecture
● Hardware Theory & Practice
● Vulnerability Theory
● Exploit Development

Specialized knowledge & skills

● Browsers
○ Chrome

■ System internals
■ Bug patterns
■ Exploit primitives
■ Target Debugging & RE

○ Firefox
○ Edge

● Hypervisors
○ VMware
○ VirtualBox
○ …

● …



Zoom in: Browsers

Browser
JSE



Zoom in: Browsers

Browser
JSE

Embedder
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Part 2

Big Picture: 
JavaScript Engines



Browser + JSE attack surface (remote)
Browser

● DOM (Document Object Model)
● HTML parsing
● Network protocols

○ HTTP/2, JSON, …
● File formats

○ Graphics
○ Audio
○ PDF
○ XML …

● JavaScript engine
● Sandbox (EoP)
● OS bindings

JavaScript engine

● Parser
● Analyzers
● Interpreter
● Lowering (non-optimizing 

compilation)
● Optimization 
● Garbage collection
● Builtins/globals
● DOM interfaces
● OS interfaces
● Backend + API (Intl, WebGL, etc.)
● WebAssembly



JSE theory



ECMAScript specification



ECMAScript Language sections
● Defines fundamental language rules 
● Functional: how to parse & execute

○ From input string characters (low 
level)

○ Through lexical & semantic elements 
(keywords, operators, expressions)

○ To script and module (high level)
● Concepts used in parsing

○ LHS/RHS, tokens, statement, block…
● Outlines abstract operations that 

can directly be implemented in code 
with the same name

● You’ll need this if auditing code or 
investigating a bug in parsing 
subsystem



Abstract Operations
● ECMA’s suggestion on how to 

implement JavaScript language 
semantics in the engine

○ Not part of the language
● Engine developers often follow it 

directly 
○ Can be same names of functions 

in C++ code of engine
● Very useful to understand inner 

mechanics of a JavaScript runtime 
beyond high level definitions

● Essential for advanced bug 
hunting to be aware of these ops, 
and what they do

https://zerodayengineering.c
om/training/masterclass/bro
wser-security-nightly.html 

https://zerodayengineering.com/training/masterclass/browser-security-nightly.html
https://zerodayengineering.com/training/masterclass/browser-security-nightly.html
https://zerodayengineering.com/training/masterclass/browser-security-nightly.html


JSE execution pipeline



JSE pipeline (example)

https://v8.dev/blog/ignition-interpr
eter 

https://v8.dev/blog/ignition-interpreter
https://v8.dev/blog/ignition-interpreter


Parsing & analysis
● Input: JavaScript code as a stream 

of ASCII symbols in a buffer
● Tokenize
● Grammar 
● Syntax verification
● AST (Abstract Syntax Tree)
● (optional) IR/IL (Intermediate 

Representation/Language)
● Bytecode generation
● Variable allocation
● Output: JavaScript binary bytecode 

+ runtime structures



AST

https://v8.d
ev/blog/bac
kground-co
mpilation 

https://v8.dev/blog/background-compilation
https://v8.dev/blog/background-compilation
https://v8.dev/blog/background-compilation
https://v8.dev/blog/background-compilation


let x = 1

d8 --trace-ignition



Interpreter
First stage of JavaScript execution

● Iterate through byte codes & execute 
the respective logic (handlers in 
Ignition)

● Collect type feedback!
● Very slow

Simple JavaScript engines live in this 
stage; 

Modern browser JS engines jump to 
lower&optimize as fast as possible (even 
at the cost of speculative type inference)



Lowering
… a.k.a., non-optimizing / baseline 
compilation or “reduction”

● Replace bytecode with 
pre-configured snippets (or more 
fine-grained assembly) of CPU asm 
code which does the same job

● Hardware architecture 
-specialized (x86/64, ARM, MIPS…)

● Still slow, but better than interpreter

JIT (Just In Time compilation) usually 
involves lowering + optimization



Optimization
Inputs:

● Interpreter bytecode
● “Hot function” signal
● Type feedback

All the classic compiler stages, plus some:

● Type specialization
● Inlining
● Escape analysis
● Dead code elimination … 

Owed to dynamic typing:

● Speculative in nature
● Insert type checks (expensive!!)
● Conditional de-optimization => return to 

interpreter mode



TurboFan (v8)



Runtime logic & API
● Code that implements global objects 

& prototypes (Array, RegExp, etc.)
● `this` object links to a runtime 

structure that dispatches calls & 
config

● Interfaces to external libraries (Intl, 
WebGL…)

● Structures that encode object type 
(shape) layout in memory

● Type conversions …



let x = {}
%DebugPrint(x)

d8 --allow-natives-syntax



JSE bug patterns - universal



(Un)Common bug classes
● Pure buffer overflow is rare due to 

well audited code base
● Pure Use-after-free is rare due to 

how garbage collection is 
implemented

○ Dangling pointers are uncommon
● Implementation specific bug classes

○ E.g. The Hole in v8
● Bug classes come and go

○ There was a spike in UaFs when 
Array neutering was just introduced, 
they are gone now

● Parsing bugs are rare in mature 
engines Aren’t they? 



Type Confusion 
What is it

● Accessing type X as it were type Y => 
memory corruption

Reasons

● Dynamic typing
● Runtime mutability

Notes

● Two bugs being type confusion does not 
imply that they are related; it’s a very 
general vulnerability class (common 
mistake in news reports)



Side effects (runtime re-entrancy)
What is it

● Basically, JavaScript code execution 
in the middle of C++ code

● State changes => broken code 
assumptions

Reasons

● Dynamic typing
● Mutability of language semantics by 

design  
● Optimization requirements
● Implicit type conversion

Examples

o.__proto__ = {} // intercept lookup on 
proto chain

o = {valueOf: evil_callback1, toString: 
evil_callback2}

ta[0] = o; // implicit coercion (via 
function .valueOf)

new Proxy() // intercept by design

String.prototype.valueOf = function() { 
return 'y' }; // redefine global object 
behavior



Optimization issues
What is it

● Broken assumptions in JIT-ed 
JavaScript code

● Ex. optimized for type X, given type 
Y => type confusion

● More subtle/logic issues

Reasons

● Missed or wrong deoptimization 
check (logic bug)

● Lack of understanding of JavaScript 
runtime nuance (unexpected state)

Example

function f(arg) { … access arg … }

opt( f(new Uint32Array()) )

// low level accesses in compiled code 
optimized for Uint32Array

f({}) // should be deoptimized 

opt( f({}) )

// optimized for object



Part 3

Deep dive: 
JavaScript Engine 
bugs



https://0days.engineer 

https://0days.engineer


CVE-2024-4761 (v8)

https://zerodayengineeri
ng.com/insights/chrome-
viz-v8-wasm.html 
@zerodaytraining 
@alisaesage

https://zerodayengineering.com/insights/chrome-viz-v8-wasm.html
https://zerodayengineering.com/insights/chrome-viz-v8-wasm.html
https://zerodayengineering.com/insights/chrome-viz-v8-wasm.html


CVE-2024-4761 (v8)



CVE-2024-4761 (v8)



CVE-2024-4761 (v8)



CVE-2024-4761 (v8)

@buptdsb



CVE-2024-4761 (v8)

https://docs.go
ogle.com/docu
ment/d/e/2PAC
X-1vSpCvBik81
OppzMXbPjb0uR
lWTdn4I1kttNSl
bHtNMCT3xZJJi
yKAsCcUxzNBim
lBdXoKxrktlgJjO
Z/pub @bupdsb

https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub


CVE-2024-4761 (v8)

https://gist.gith
ub.com/mistym
ntncop/2cb449e
b6aa30d35d1af
d78a8b06bac2 
@mistymntcop

https://gist.github.com/mistymntncop/2cb449eb6aa30d35d1afd78a8b06bac2
https://gist.github.com/mistymntncop/2cb449eb6aa30d35d1afd78a8b06bac2
https://gist.github.com/mistymntncop/2cb449eb6aa30d35d1afd78a8b06bac2
https://gist.github.com/mistymntncop/2cb449eb6aa30d35d1afd78a8b06bac2
https://gist.github.com/mistymntncop/2cb449eb6aa30d35d1afd78a8b06bac2


CVE-2024-3914 (v8)

@0x10n 
@zerodaytraining
@thezdi Pwn2Own



CVE-2024-3914 (v8)



CVE-2024-3914 (v8)



CVE-2024-2887 (v8)

https://www.zerod
ayinitiative.com/bl
og/2024/5/2/cve-2
024-2887-a-pwn2o
wn-winning-bug-in
-google-chrome 
@_manfp @thezdi

https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning-bug-in-google-chrome
https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning-bug-in-google-chrome
https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning-bug-in-google-chrome
https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning-bug-in-google-chrome
https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning-bug-in-google-chrome
https://www.zerodayinitiative.com/blog/2024/5/2/cve-2024-2887-a-pwn2own-winning-bug-in-google-chrome


CVE-2024-2887 (v8)

@_manfp



CVE-2024-2887 (v8)

@_manfp



JSE type confusion basics0. START

3. Direct 
memory 
access ?!

5. Shellcode 
trampoline 
(ROP chain)

10. This is CPU 
assembly (x86)
Which does 
whatever I want on 
your computer

5.1 Writing 
shellcode

P.S. Not to 
be confused 
with WASM

https://zerodayengineering.com/r
esearch/javascript-engines-exploi
tation-jscript9.html  
@zerodaytraining @alisaesage

https://zerodayengineering.com/research/javascript-engines-exploitation-jscript9.html
https://zerodayengineering.com/research/javascript-engines-exploitation-jscript9.html
https://zerodayengineering.com/research/javascript-engines-exploitation-jscript9.html


CVE-2022-4262 & CVE-2024-5274 (today)

https://youtu.be/WouApt
HlyC4?feature=shared 

https://youtu.be/WouAptHlyC4?feature=shared
https://youtu.be/WouAptHlyC4?feature=shared
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https://zerodayengineering.com/research/index.html 

https://ecma-international.org/publications-and-standards/standards/ecma-262/
https://ecma-international.org/publications-and-standards/standards/ecma-262/
https://www.amazon.com/Compilers-Principles-Techniques-Tools-2nd/dp/0321486811/
https://www.amazon.com/Compilers-Principles-Techniques-Tools-2nd/dp/0321486811/
https://www.youtube.com/@zerodaytraining
https://zerodayengineering.com/research/index.html


Q&A
Twitter & Telegram: @alisaesage @zerodaytraining

E-mail: contact@zerodayengineering.com


