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About me
● Independent, 0day R&D & training
● Winner of Pwn2Own Vancouver ‘21 
● Winner of CIA contest PHDays ‘14
● Vulnerability researcher: Google, 

Microsoft, Mozilla, Oracle, Apple…
● Phrack magazine author
● Research interests: hypervisor VM 

escapes, browser & javascript RCE, 
wireless firmware RE

● Founder Zero Day Engineering LLC 
zerodayengineering.com (HK) 

● Student of Theoretical Physics (UK)
● Lives in Asia by the sea



About this talk
Disclaimer

All information in this talk is a product of 
my own independent research work, and 

should be considered as a personal 
technical perspective

I do not represent any companies, teams 
or individuals, other than my solo training 

project

I don’t have any representatives and I 
don’t sell 0days to strangers



Plan
This talk is split in three 

parts …

1. Big picture
2. Google Chrome & v8
3. Case study: deep dive



Part 1

Big picture



Browser RCE: state of the art



Browser attack surface (remote)
Browser

● DOM (Document Object Model)
● HTML parsing
● Network protocols

○ HTTP/2, JSON, …
● File formats

○ Graphics
○ Audio
○ PDF
○ XML …

● JavaScript engine
● Sandbox (EoP)
● OS bindings

JavaScript engine

● Parser
● Analyzers
● Interpreter
● Lowering (non-optimizing 

compilation)
● Optimization 
● Garbage collection
● Builtins/globals
● DOM interfaces
● OS interfaces
● Backend + API (Intl, WebGL, etc.)

Attacking browsers: 
focus on what?



Modern JavaScript engine



Offensive VR patterns
A class of systems will be dominated by one or two classes of issues 

which follows from common design and implementation requirements, 
eg:

Protocol and format parsers: buffer overflows

Hypervisors: 1) uninitialized variables, 2) race conditions

Browser (DOM): use-after-free

JavaScript engines: type confusion



JavaScript engines: 
offensive VR patterns (general)



Type Confusion 
What is it

● Accessing type X as it were type Y => 
memory corruption

Reasons

● Dynamic typing
● Runtime mutability

Notes

● Two bugs being type confusion does not 
imply that they are related; it’s a very 
general vulnerability class (common 
mistake in news reports)



Side effects (runtime re-entrancy)
What is it

● Basically, JavaScript code execution 
in the middle of C++ code

● State changes => broken code 
assumptions

Reasons

● Dynamic typing
● Mutability of language semantics by 

design  
● Optimization requirements
● Implicit type conversion

Examples

o.__proto__ = {} // intercept lookup on 
proto chain

o = {valueOf: evil_callback1, toString: 
evil_callback2}

ta[0] = o; // implicit coercion (via 
function .valueOf)

new Proxy() // intercept by design

String.prototype.valueOf = function() { 
return 'y' }; // redefine global object 
behavior



Optimization issues
What is it

● Broken assumptions in JIT-ed 
JavaScript code

● Ex. optimized for type X, given type 
Y => type confusion

● More subtle/logic issues

Reasons

● Missed or wrong deoptimization 
check (logic bug)

● Lack of understanding of JavaScript 
runtime nuance (unexpected state)

Example

function f(arg) { … access arg … }

opt( f(new Uint32Array()) )

// low level accesses in compiled code 
optimized for Uint32Array

f({}) // should be deoptimized 

opt( f({}) )

// optimized for object



Exploitation patterns



Exploitation of a type confusion (example)



Exploitation (example) -2



Part 2

Google Chrome & 
v8



Chromium offensive trends

● Sourcing bugs
● Specific bug classes
● Common bug classes vs. 

Chrome
● V8 vs. browser



Recent Chromium bugs



Type confusion in RegExp builtin
(Pwn2Own 2019 vs Tesla)

CVE-2019-13698



Side effect via HTMLEmbed

CVE-2021-30551



V8 vs optimization



JSON.stringify leaks TheHole value => RCE



TheHole



Promise.any.call leak hole, leading to RCE



Part 3

Case study



CVE-2022-4262



CVE-2022-4262: patch (part of)



CVE-2022-4262: testcase



Theory 1



Theory 2



Theory 3



CVE-2022-4262: testcase



CVE-2022-4262: type confusion



CVE-2022-4262: type confusion 2



References
Google Chrome Stable channel updates 
https://chromereleases.googleblog.com/search/label/Stable%20updates 

Chromium project bug tracker https://bugs.chromium.org/p/chromium/issues/list?q=&can=2 

V8 bug tracker 
https://bugs.chromium.org/p/chromium/issues/list?q=blink%20component%3ABlink%3EJavaScript&c
an=2 

V8 official website, code download, building instructions https://v8.dev/ 

V8 patches/review https://chromium-review.googlesource.com/q/project:v8/v8 

V8 CVE-2022-4262 patch 
https://chromium.googlesource.com/v8/v8/+/27fa951ae4a3801126e84bc94d5c82dd2370d18b%5E%
21/#F0 
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Q&A
Twitter/Telegram: @alisaesage @zerodaytraining

E-mail: contact@zerodayengineering.com


