
Zero Day

research & training

Engineering

Zero Day Engineering LLC 

http://zerodayengineering.com

http://zerodayengineering.com/


TRAINING OVERVIEW

Advanced systems training for weaponized security research, targeting modern browsers and JavaScript

engines through cutting edge theoretical models, structured frameworks and deep exploit case studies.

We start by introducing core models and technological stacks that apply universally to all browsers. Then

overlay implementation-specific technicalities, focusing on one popular browser at a time: including

Mozilla Firefox, Google Chrome and Apple Safari WebKit. 

 

Practicalities are based on full-stack exploit engineering workflows, especially the roadmap from security

patch or a fuzzed testcase to proof-of-concept exploit. Specific exploit case studies were selected to

represent 80%+ of common bug classes attacking mainstream browsers in modern 0-day chains across

RCE & EoP attack surfaces, including: a renderer DOM use-after-free, a JavaScript engine non-trivial type

confusion in JIT compiler, and a sandbox escape via IPC memory corruption.

Once you see how the architecture folds, you won’t need to guess where the next exploit is.

BROWSER 
EXPLOIT DESIGN

OBJECTIVES

This training will enable attendees to:

Quickly and methodically acquire the system of

knowledge required to start attacking browsers;

Develop specialized skills to dissect and exploit

advanced classes of vulnerabilities;

Prepare a debug-build and research platform

for all major browsers (a VM will be provided, as

well as DIY instructions);

Familiarize with system internals and offensive

research specifics of different web browsers;

Attack recently patched vulnerabilities exploited

in 0-day attacks on browsers;

Make an informed decision regarding their first

browser target and attack vector through

exposure to relevant skills and “state of the art”;

Get personalized insights from the expert.

AUDIENCE

Primary audience: professional vulnerability

researchers who wish to specialize on or

familiarize with browser exploit development.

Aspiring bug bounty hunters targeting browser

and javascript engine will find the content of this

training essential to their professional journey.

Advanced browser exploitation experts may find

this training helpful as a refresher to catch up with

recent developments in the field, as well as to

expand their skillset into new attack surfaces. 

PREREQUISITES

Mandatory:

General vulnerability modeling and exploit

engineering, as in Zero Day Vulnerability

Research training, or equivalent knowledge;

C++ & JavaScript.

Recommended: 

Assembly programming.

LEVELS & CERTIFICATION

Complexity: intermediate-advanced.

Certificate: available upon request.
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DAY 1. FOUNDATIONS

Concept:

Core models, concepts and skills which apply

to all browsers universally

Core models:

Browser Attack Topology 

JavaScript Engine Map

Technological stack:

Document Object Model (DOM) & WebAPI

JavaScript Engine

Graphics & Media

Sandbox & EoP

Browser exploit techniques - universal

Skills: 

OSINT & theoretical analysis

Codebase navigation

PROGRAM 
AT A GLANCE

DAY 2. MOZILLA FIREFOX

Concept:

Firefox implementation technicalities and

security aspects

Exploit engineering practice: RCE in Renderer 

Exploit:

Use-after-free in Document Object Model

stack of Web Platform API implementation

Vector: JavaScript

High impact 0-Day of 2023-2024

Full stack walkthrough from patch to leak or

code execution

Testbed: either self-built (documentation

provided) or our VM (self-hosted

downloadable) 

Complexity: Medium - moderately isolated

canonical use-after-free vulnerability

DAY 3. GOOGLE CHROME

Concept:

Chrome implementation technicalities and

security aspects under our models

Exploit engineering practice: EoP - Sandbox

Escape via IPC 

Exploit:

Memory corruption in a privileged process

Vector: Mojo IPC, renderer JavaScript

Canonical bug pattern, instance of 2020-2021

Full stack walkthrough from patch to leak or

code execution

Testbed: either self-built (documentation

provided) or our VM (self-hosted

downloadable)

Complexity: medium - mostly standard

techniques in a deep attack surface

DAY 4. APPLE SAFARI & WEBKIT

Concept:

WebKit implementation technicalities and

security aspects under our models

Exploit engineering practice: RCE - JavaScript

Engine vulnerability

Exploit: 

Non-trivial logic issue in JIT compiler,

convertible to Type Confusion

High impact 0-Day of 2023-2024

Full stack walkthrough from patch to leak or

code execution

Testbed: either self-built (documentation

provided) or our VM (self-hosted

downloadable)

Complexity: hard - involves non-trivial

modeling of exploit path
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INDUSTRY FEEDBACK - ZERO DAY ENGINEERING TRAININGS

APPLICATIONS & INQUIRIES

E-mail: contact@zerodayengineering.com.

Public cohorts and booking: zerodayengineering.com

Socials: @zerodaytraining
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