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TRAINING OVERVIEW

This intensive 4-day / 1-month training course offers a systematic introduction to attacking web
browsers, covering many core aspects of the field, and guided by cutting edge trends in real life browser
exploits.

Curriculum is structured around a walk-through of exploiting major browsers: Mozilla Firefox, Apple Safari
(scoped upstream WebKit), and Google Chrome. Taking a recently disclosed 0-day bug as a case study,
attendees will follow the process of exploit development, starting with some minimal input and gathering
relevant information as they go, up to a pre-shellcode, non-weaponized proof-of-concept exploit. 

In the course of this training attendees will build a debugging and research platform for each browser,
learn about the specifics of browser vulnerabilities and exploits, and explore various offensive
opportunities that exist in this field, hands-on. Exploit case studies selected for this training target some of
the most important attack surfaces, including JavaScript engine, DOM, and renderer sandbox. 

BROWSER
EXPLOITATION

OBJECTIVES

This training will enable attendees to:

Quickly and methodically acquire the system of
knowledge required to start attacking browsers;
Develop specialized skills to dissect and exploit
advanced classes of vulnerabilities;
Prepare a debug-build and research platform
for all major browsers (a VM will be provided, as
well as DIY instructions);
Familiarize with system internals and offensive
research specifics of different web browsers;
Attack recently patched vulnerabilities exploited
in 0-day attacks on browsers;
Make an informed decision regarding their first
browser target and attack vector through
exposure to relevant skills and “state of the art”;
Get personalized insights from the expert.

AUDIENCE

Primary audience: professional vulnerability
researchers who wish to specialize on or
familiarize with browser exploit development.

Aspiring bug bounty hunters targeting browser
and javascript engine will find the content of this
training essential to their learning journey.

Advanced browser exploitation experts may find
this training helpful as a refresher to catch up with  
recent developments in the field, as well as to
expand their skillset into new attack surfaces that
they are less familiar with. 

PREREQUISITES

Mandatory:
General vulnerability research and low-level
hacking skills, as in Zero Day Vulnerability
Research training, or equivalent knowledge;
C++ & JavaScript.

Recommended: 
Assembly programming.

LEVELS & CERTIFICATION

Complexity: intermediate-advanced.
Certification: on-demand completion certificate.
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TRAINING DETAILS

This training is designed as a first course in browser exploitation: a broad exploratory dive into the many
challenges of the field. Attendees will be guided, by deliberate structure of content, to establish a
systematic foundation of knowledge in the topic, as well as to decide which target they want to focus on. 

Course Structure 

Curriculum is based on the idea of learning through real-life case studies. Training will start with a full-day
acquisition of core offensive concepts and skills which apply to all web browsers universally. Students will
explore a generalized browser architecture and attack surface, common vulnerabilities and key exploit
techniques, as well as core technologies that are commonly involved in browser exploits: such as
JavaScript engine with WebAssembly and JIT compilers, DOM, IPC, CSP, GPU and graphics. 

With that foundation in place, students will focus on modern web browser, one day at a time: including
Mozilla Firefox, Apple Safari (WebKit), and Google Chrome. Starting with setting up a debugging platform
on Linux as well as codebase orientation, and leading to hands-on walk-through of exploit development. 

Both remote code execution and elevation of privilege or sandbox escape parts of the exploit chain will
be considered, based on recently disclosed vulnerabilities. Extra attention will be given to javascript
engines - namely, SpiderMonkey, JSC and v8 - as a particularly interesting attack surface of web browser.

Course Schedule

This is an intensive 4-day training which can be taught over an extended period of one month, allowing
attendees to complete exercises in reasonable time, as well as to internalize new information in-between
the live/online sessions. Anyone taking this training in self-paced mode should aim for same schedule. 

Course Context

This training logically follows the universal knowledge of Zero Day Vulnerability Research course, taking it
further to specialize on browser exploit development. After completing this course, the attendee will need
to hone in on a particular attack surface in the browser, such as with JavaScript Engines Vulnerability
Research training.

ABOUT THE INSTRUCTOR 

Alisa Esage is an independent vulnerability researcher, as well as
the founder of the Zero Day Engineering Project. With over 15 years
of experience in low-level hacking, Alisa has risen to authority as an
expert in 0-day vulnerabilities and binary exploitation, ensured by a
strong record of technical hacking accomplishments, which include
discovery of critical security issues in many popular software
systems, as well as participating in Pwn2Own competitions.  

As the Founder of Zero Day Engineering Project, Alisa guides
offensive cybersecurity industry from ad hoc learning towards
structured knowledge transfer. Under her leadership the project
built a reputation as a unique professional training system,
consistently receiving excellent course reviews, while fostering a
loyal community of returning students eager for new trainings.
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WHAT TO EXPECT?

Below is a selection of reviews from attendees of our different trainings. 

Read more: Reviews & Buzz

FURTHER INQUIRIES

E-mail: contact@zerodayengineering.com.
Schedule and booking: zerodayengineering.com
Updates on social media: @zerodaytraining.
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